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Frequently Asked Questions

	

	
	1.
	If I work or volunteer for a non-profit agency, youth organization, or school district and have already been fingerprinted by them, can I use that fingerprinting clearance for Girl Scouts?

	
	
	No.  California law does not allow agencies to share criminal offender record information obtained under strict security guidelines from the Department of Justice with other agencies.

· “Criminal offender record information and the information derived therefrom shall be accessible only to the records custodian and/or hiring authority charged with determining the suitability of the applicant.”

· “Confidential information received electronically or via mail shall be used solely for the purpose for which it was requested and shall not be reproduced for secondary dissemination.”



	
	2.
	Why are fingerprint clearances (criminal history background checks) required to become a volunteer for Girl Scouts of Northern California?

	
	
	The Girl Scout organization has always taken pre-emptive steps to ensure the safety of its members and its program activities. In addition, in 1993, Congress passed the National Child Protection Act (NCPA) which addressed concerns about the qualifications of those who care for members of society most susceptible to abuse.  The Violent Crime and Law Enforcement Act of 1994 amended the NCPA to provide safeguards by care providers and by states for protecting children, the elderly, or individuals with disabilities from abuse. 


	
	3.
	I need to get a fingerprint clearance. How do I get one?

	
	
	As the state's central repository for criminal history records, the California Department of Justice provides an automated fingerprint submission service for conducting criminal background checks that is required to become a Girl Scouts of Northern California volunteer. 

Criminal history background checks may be conducted using ink-rolled fingerprints on paper cards or a faster electronic digital scanning and transmission process in California called Live Scan. 

You can obtain fingerprinting services at: 

· Girl Scouts of Northern California, San Jose Office (1310 S. Bascom Avenue, San Jose, CA 95128). 

· Live Scan Fingerprinting Rolling is offered by Girl Scouts of Northern California on:
· Tuesdays and Wednesdays from 10:00am – 2:00pm (drop in)
· 3rd Saturday of the month from 8:30 am – 12:30pm (by appointment only)
· For a nominal fee, you may also make an appointment to be fingerprinted at any Department of Justice approved Live Scan Agency (Police Departments, Sheriff Stations, etc.).  A list of suggested locations is on our website.  Please also be sure to download a copy of our Live Scan form, bring it with you when being fingerprinted, and send us a copy of the competed form afterwards.


	
	4.
	What do I need when being fingerprinted?

	
	
	When being fingerprinted, you must 

· Present valid photo identification. Expired identification cards will not be accepted. 

· If utilizing an agency other than Girl Scouts of Northern California, you also must pay a service or "rolling" fee.  While rolling fees vary from site to site, most charge between $10 and $20.


	
	5.
	What constitutes a valid photographic identification?

	
	
	Examples of current and valid photographic identification include:

1. California Driver License

2. California Department of Motor Vehicles (DMV) Identification Card

3. Out-of-State Driver License

4. Passport

5. Alien Registration Card/Immigration/Green Card

6. Military Identification Card


	
	6. 
	I work for a non-profit agency and/or want to volunteer for a non-profit agency.  Do I still have to pay the required rolling fees if I’m fingerprinted somewhere other than the Girl Scout office in San Jose?

	
	
	Yes. If utilizing an agency other than Girl Scouts, you also must pay a service or "rolling" fee.  While rolling fees vary from site to site, most charge between $10 and $20.


	
	7.
	What is a criminal background check?

	
	
	A “criminal background check” checks for criminal convictions.  


	
	8.
	How was Girl Scouts of Northern California authorized to receive criminal record information?

	
	
	California Penal Code section 11105.3 provides that a human resource agency or an employer may request criminal record information from the Department of Justice for a person who applies for a license, employment, or volunteer position in the human resource field.  Information released by the Department of Justice is restricted to arrest resulting in conviction or arrests which are pending adjudication involving specified sex, narcotic, or violent crimes.

· ”Human resource agency” is defined as a public or private entity responsible for determining the character and fitness of a person applying for a license, employment, or volunteer position within the human services field that involves the care and security of children, the elderly, the handicapped, or the mentally impaired.

· “Employer” is defined as any non-profit corporation or other organization specified by the Attorney General [Bill Lockyer] in which employees or volunteers have supervisory or disciplinary power over children.

Direct quote from a memorandum entitled, Authorization for Criminal Record Information, from the office of George Renfroe, Manager Communication Administration Program, Bureau of Criminal Information and Analysis

	
	9.
	Who will have access to my private information?

	
	
	Girl Scouts of Northern California signed terms and conditions by which it made a commitment to the following: 

1. “Criminal offender record information and the information derived therefrom shall be accessible only to the records custodian and/or hiring authority charged with determining the suitability of the applicant.”

2. “Confidential information received electronically or via mail shall be used solely for the purpose for which it was requested and shall not be reproduced for secondary dissemination.”
3. “Notwithstanding other statutory authority, information received shall not be stored electronically and will be destroyed after the hiring or licensing determination. Destruction of this information shall be the extent that the identity of the individual can no longer be reasonably ascertained.”
4. “Criminal history background checks have been completed on all individuals with access or proximity to terminal or fax machines receiving criminal offender record information.”
5. “Staff with access to criminal offender record information have received training and counseling on the handling of criminal offender record information and have signed employment statement forms acknowledging an understanding of criminal penalties for misuse of criminal offender record information (Penal Code Section 502, 11142 and 11143).”

6. “Reasonable measures shall be taken to locate terminals and fax machines in a secure area to provide protection from unauthorized personnel. Access is defined as the ability to view criminal offender record information on a terminal or on paper.”

7. CA Department of Justice Certified Fingerprint Rollers (individuals providing Live Scan Fingerprinting services), must take reasonable precautions to protect applicant information from unauthorized access. These reasonable precautions include, but are not limited to:
· Ensuring that any Live Scan device is un-accessible when unattended 
· Ensuring that unauthorized persons are not allowed to view the screen of a Live Scan device
·  Storing materials containing confidential information in a secure place 
· Immediately reporting unauthorized or suspicious individuals or activities to the Live Scan Provider or to the Department of Justice 


	
	10.
	What is the Applicant Live Scan system?

	
	
	Applicant Live Scan is a system for the electronic submission of applicant fingerprints and the subsequent automated background check and response.  Fingerprints can be digitized through an electronic process (Live Scan), enabling the electronic transfer of fingerprints image data, in combination with personal descriptor information, to central computers at the Department of Justice. This transfer of information takes place in a matter of seconds.


	
	11. 
	How does the Applicant Live Scan system work?

	
	
	· Applicant is provided with a “Request for Live Scan service” form (BCII 8016). 
· The applicant is also provided with a list of nearby live scan locations and must go to one of the specified locations to submit fingerprints. 
· At these locations, a trained operator enters the information from the BCII 8016 form into live scan terminal and initiates the live scan fingerprinting service. 

· After successful electronic capture of fingerprint images and the accompanying data, the information is electronically transmitted to the Department of Justice. 
· Once fingerprints and data are received by the Department of Justice, they are electronically processed by the DOJ Network AFIS Transaction Management System (NATMS). Most live scan submissions which have no data quality errors and do not result in possible history matches are processed automatically and are responded to electronically.  Live Scan transmission requiring analysis of a criminal record is electronically sent to Applicant Response Unit for analysis and dissemination.



	
	12.
	How secure is Live Scan Fingerprint submission?

	
	
	Girl Scouts of Northern California fingerprint submissions are submitted via a Secure Internet Virtual Private Network (VPN) using 128-bit TripleDES encryption, or other proprietary VPN that utilizes IPSEC. Girl Scouts of Northern California will also employ 

· Secure Sockets Layer (SSL) Web Interface

· Transport Layer Security (TLS) SMTP Email

· Full Firewall DMZ and Anti-virus Server Protection

· Demilitarization Zone (DMZ) prevents all traffic propagation between DOJ Private Applicant Network Server and Internet. By using DMZ Architecture, all traffic inbound from the Internet is unaware of the existence of DOJ PAN connection by using IPTABLES to “hide” it’s existence. All severs operate using Red Hat Linux 9.0.
· Comprehensive Intrusion Detection and Reporting Systems

· Simple Network Management Protocol (SNMP) Systems Monitoring

· Comprehensive Web and Short Message System (SMS)



	
	13.
	How long does it take to process Live Scan fingerprints?

	
	
	Digitally Scanned Fingerprints--Live Scan technology allows digitally scanned fingerprints to be submitted electronically to the Department of Justice within a matter of minutes and allows criminal background checks to be processed usually within 72 hours.  However, on average it typically takes 1-2 weeks for Girl Scouts of Northern California to process a volunteer’s fingerprint clearance due to the time needed for transmission, receipt of the clearance from the Department of Justice, database entry, and volunteer notification.


	
	14.
	It's taking a long time. How can I check on the status of my fingerprint background check?

	
	
	Please contact the Girl Scouts of Northern California Adult Screening Specialist at (408) 287-4170 x273 or the Adult Development Manager at (408) 287-4170 x243.

Applicants and Applicant Agencies (Girl Scouts of Northern California) who submit digital Live Scan fingerprints can also check quickly on the status of their fingerprint submission using the Department of Justice's 24-hour automated system.

For the automated system, call (916) 227-4557 using a touch-tone telephone and follow the voice-prompted menu. You will need to have the applicant's date of birth and the 10-digit Automated Transaction Identifier (ATI) number that appears at the bottom of the Department of Justice form requesting Live Scan fingerprint background checks. To get your ATI number, contact the agency requesting your criminal background check. (The ATI number always appears in the following sequence: 1 LETTER; 3 NUMBERS; 3 LETTERS and 3 NUMBERS.)


	
	15.
	How do I get a copy of my own Criminal History Record?

	
	
	Access to Criminal History Records in California is limited strictly to law enforcement agencies for law enforcement purposes only and to the person who is the subject of the record to ensure that it is accurate and complete. Third party requests for criminal history records are not authorized and cannot be honored (California Penal Code sections 11105 and 11120 through 11127). 

You may request a copy of your own Criminal History Record from the California Department of Justice by preparing and submitting the following: 

· A completed "Application to Obtain Copy of State Summary Criminal History Record" or a letter outlining your request containing your full identification name, maiden name, aliases, mailing address, date of birth and telephone number. The application form is available from any police department, sheriff's office, or the state Department of Justice. 

· A full set of your fingerprint impressions on a 10-print fingerprint form; 

· A $25.00 processing fee paid by personal check drawn on a California bank only, money order or certified check made payable to the "California Department of Justice". 

Mail your request and required materials to the Bureau of Criminal Identification and Information, California Department of Justice, ATTN: Record Review Unit, P.O. Box 903417, and Sacramento, CA 94203-4170. 

If you have questions, contact the department's Applicant and Public Services Section at (916) 227-3823. 
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